ADDITIONAL TERMS AND CONDITIONS FOR PROSPEROWARE SOFTWARE
These additional terms and conditions together with the applicable governing agreement by deployment shall be deemed to be construed as the “Agreement”. To the extent there is any conflict between these additional terms and conditions and the applicable governing agreement, these additional terms and conditions shall govern. 
1. The following definitions shall be applicable if the Customer is using the Prosperoware Software as outlined in the Order Form.
1.1. [bookmark: _Hlk96419496][bookmark: _Hlk523304168]“Professional Services” means the professional, consulting and implementation services provided by Company, excluding access to Software and Support.  The Professional Services, any deliverables, business parameters and related fees are described in the Statement of Work or other document provided by Company (“Statement of Work” of “SOW”).  
1.2. [bookmark: _Hlk96960222]“Project” Software.  Software licensed on a per-Project basis, such as Cloud Migrator, enables Customer to use the Software for a single data migration project from one data source to another data source. 
2. [bookmark: _Hlk46925771]In the event Customer receives access to cloud Software, the cloud Software may contain features designed to interoperate with and connect either on-premises or hosted third party software applications or Customer data sources (“Third-Party Applications”). Third Party Applications exclude the Software. Customer is responsible for maintaining access to Third Party Applications from the applicable providers.  Company is not liable to Customer and shall not provide Customer with any refund, credit, or other compensation for any errors, delays, downtime, or non-performance of the cloud Software caused by the temporary or permanent unavailability of a Third-Party Application, or if Customer terminates Customer’s subscription or license to the Third-Party Application. If Customer establishes an integration between the Third-Party Application and the cloud Software, Customer hereby authorizes Company to access and transmit Customer Data to and/or from the Third-Party Application during the Subscription Term and subject to Company’s other obligations under this Agreement incident to such transfer.  Company is not responsible for any disclosure, modification or deletion of Customer Data occurring in or caused by a Third-Party Application.   
3. For on-premises Software, Customer may make one (1) copy of the Software in machine readable form solely for archival purposes provided Customer shall not remove any proprietary notices.  
4. If the Order Form identifies the user as “Concurrent User”, it means - Software where the license metric is “Concurrent User” may use only the associated Software specified on the Order Form, concurrently at any time so long as the number of Concurrent Users for which Customer has paid the corresponding Fees is not exceeded. 
5. Customer may authorize Customer’s contractors and outsourcers (“Agents”) to use or operate the Software solely on Customer’s behalf provided: (i) Customer obtains such third parties’ binding consent to abide by the terms of this Agreement; and (ii) Customer shall be responsible for such Agents use and compliance.  Agents are not, and shall not be deemed, third party beneficiaries under this Agreement for any reason. 
6. [bookmark: _Hlk34850608]Customer Data. Customer is responsible for the accuracy, quality and legality of Customer Data.  Company is not obligated to import or export Customer Data. 
7. [bookmark: _Hlk96960739]Company will provide Support to Customer as below:
7.1. For on-premises Software product, the Support and Maintenance attached in Exhibit A shall be applicable. 
7.2. For cloud Software product, the Support and Maintenance attached in Exhibit B shall be applicable. 
7.3. For Cloud Migrator Software product, the following support shall be applicable: Cloud Migrator project licenses include only basic product support, i.e., bugs and when the Software is not working in accordance with the documentation. Cloud Migrator product Support does not include: (1) migration project support, (2) migration troubleshooting (including data upload and synch errors), (3) training, (4) review of strategy or best practices, (5) writing, modifying, or troubleshooting SQL scripts, (6) configuring, tuning, and optimizing hardware & third-party software (including SQL Server), (7) assistance with non-iManage source database migrations, or (8) any other request that is outside the scope of product support. ***Pre-paid professional service hours are non-refundable. Services provided beyond the prepaid amount, if any, will be billed monthly to the Customer.
8. The Software is provided in pursuant to the Data Protection Addendum available Exhibit C which may be modified from time to time.

EXHIBIT A - Support and Maintenance – for Prosperoware on-premises Software 

The Company provides two primary forms of support. The first is document support whereby Customer Support personnel assist customers when document issues are encountered. The second form of support provided is application (product) support whereby Customer Support personnel provide support when product issues (bugs) are encountered. All times referenced are US Eastern time (Standard or Daylight).
Issue Reporting
Client shall report issues to Company via any method described below
Customer Support Community
The Customer Support Community can be used to report and manage communications on all support issues for / by Client.
Client may access the Customer Support Community at any time to monitor updates on any of their issues.
Email Support
Email support is provided from 4:00 a.m. to 8:00 p.m. Monday through Friday, excluding US Holidays.
Telephone Support
Telephone support is provided from 4:00 a.m. to 8:00 p.m. Monday through Friday, excluding US Holidays.
Issue Classification, Course of Action, and Initial Response – Product Support
Company will use all reasonable efforts to provide solutions, changes and corrections in a timely manner to assure the Product(s) operate as designed. 
Issue Classification and Course of Action
Client will make an initial nonbinding classification of the issue they are reporting when initially reporting an issue. 
Company Customer Support team reviews the issue including Client-designated classification and makes the final determination of classification as well as action and ownership.
Course of Action and Expected Time to Resolution will be based on Issue Classification.
	Classification
	Definition
	Course of Action

	Severity 1
	An issue that affects or restricts major functionality company wide, or for many users, and makes continued use of said functions impossible. A workaround is not available and operation cannot continue in a restricted fashion.
	Company will use commercially available “best efforts” to (a) isolate and resolve the problem immediately, if practical, and (b) provide customer with daily status updates on the progress of a software fix or (c) workaround, if available, or (d) include the software fix in the current product release.

	Severity 2
	An issue that severely affects or restricts major functionality. The problem is of a time sensitive nature and important to long-term productivity but is not causing an immediate work stoppage. A workaround may be available and operation can continue in a restricted fashion.
	Company will use commercially reasonable efforts to provide the customer with a “workaround”, if known, or include the fix in the (a) current release, (b) the next scheduled service pack release or (c) next major product release.

	Severity 3
	A minor issue that does not have a major effect on production operation for which an acceptable customer workaround exists.
	Company will use commercially reasonable efforts to fix the error in the next major product release.

	Severity 4
	A minor condition or issue that has no significant impact on the customer’s operations or additional requests for feature suggestions, which are defined as new functionality.
	All requests are submitted to Product Management for consideration in future releases of the product.


Initial Response
Company will respond with initial acknowledgment of issue within one hour if reported during normal business hours, or by 8:00 a.m. on the next Business Day.
Course of Action, and Initial Response – Document Support
Initial Response
Company will respond with initial acknowledgment of issue within 1 hour if reported during normal US business hours, or by 8:00 a.m. on the next Business Day.
Targeted Resolution and Course of Action
Company targets a two hour turnaround time for all Document Support issues. Once a document issue has been reported to Customer Support, it is processed as follows:
	Time
	Action

	0-60 minutes
	Customer Support Representative reviews and attempts to resolve the issue. If unable, the issue is escalated.

	61-120 minutes
	Senior Customer Support Representative reviews and attempts to resolve the issue. If unable, the issue is escalated

	After 120 minutes
	Lead Customer Support Representatives work with the Development team in an attempt to resolve the issue.






EXHIBIT B - Support and Maintenance – for Prosperoware cloud Software 

1. General. Litera includes support and maintenance services with the Software Service. Support and maintenance services are as described below.
2. Maintenance and Support Services. Maintenance and Support Services include the following:
(i) Maintenance Releases and Upgrades: During the term, Litera agrees to deliver to Customer without charge any upgrades containing error corrections or enhancements to the Software Service (“Upgrades”). Litera may also offer to Customer new versions of the Software Solution, which contain additional functionality, subject to an additional license fee.
(ii) Standard Telephone Support: Subject to Section 3 below, Litera will provide Customer live telephone and email support during normal business hours of Litera (Monday – Friday, 8:00 a.m. to 6:00 p.m. Central Standard Time, excluding holidays), or at such other hours as the parties may mutually agree to, for (a) configuration issues,
(b) questions regarding the usability and specific functions of the Software Service, (c) problem diagnosis, and (d) provision of work-arounds where feasible.
(iii) Critical Telephone Support: Subject to Section 3 below, Litera will use commercially reasonable efforts to provide Customer live telephone support 24 hours per day, 7 days a week for problems where there is a complete loss of Software Service or a mission-critical system is down or sufficiently impaired and usability is severely affected.
(iv) Support Liaisons: Litera will coordinate with a Customer employee designated as support liaisons to manage support calls to Litera.
3. Technical Support. Litera offers Customer a single point of contact for all product support questions. Customer will call the technical support number and the call coordinator will work to address Customer issues, with response and escalation based on the severity of the problem.

Litera will use the following priority categories to provide a consistent classification of service interruptions.

	Priority
	Description
	Response Time
	Target Resolution

	Urgent
	Highest priority. Used for service interruptions, within Litera’s control, where Customer is unable to access or use remotely the Software Services or when significant and substantial adverse operational impact occurs preventing any useful work from being done. Target resolution time on such service interruption resolution is four (4)
hours.
	1 hour or less
	Temporary: 2 hours

Final: ASAP no later than 1 business day

	High
	Used for service interruptions, within Litera’s control, where Customer’s production use of the Software Services is severely impaired or degraded preventing major functions from being performed. Target resolution time on such service interruption
resolution is one (1) business days.
	2 hours or less
	Temporary: 2 business days.

Final: No later than 5 business
day

	Medium
	Used for service interruptions, within Litera’s control where Customer’s production use of an important (but not critical or essential) function of
the Software Services is disabled or impaired.
	4 hours or less
	Temporary: 4 business days.



	
	Target resolution time on such service interruption resolution is three (3) business days.
	
	Final: No later than 10
business days.

	Low
	Used for all other service interruptions, within Litera’s control. Indicates that the service interruption causes minor adverse impact to Customer’s use of the Services. Target resolution time on such service interruption resolution is
reasonably determined in accordance with the nature of the service interruption.
	24 hours or less
	When practical






[bookmark: _Hlk71616261]EXHIBIT C - Data Protection Addendum
1. [bookmark: _Ref303071256]Introduction
1.1 If Customer’s bill to information listed on the applicable Customer Contract is located in North America, then Customer is in contract with Freedom Solutions Group, L.L.C., an Illinois limited liability company, if Customer’s bill to information listed on the applicable Customer Contract is located in APAC, then the Customer is in contract with DocsCorp Pty. Ltd., , if Customer’s bill to information listed on the applicable Customer Contract is located outside North America and APAC, then the Customer is in contract with Workshare Limited (collectively, “Litera Group”). APAC means Asia Pacific Region, which includes all countries bordering the Pacific Ocean on the side of Asia, including Australia and New Zealand.  We are members of the Litera Group, which is a group of organizations that, together, form the industry-leading, end-to-end provider of document lifecycle solutions.
1.2 We deliver innovative services and document technology solutions to legal, corporate, life sciences and other organizations to customers located around the world. 
1.3 Our customers access and use our services and technology solutions either by hosting our software solutions themselves or by using our software-as-a-service platform. As part of these arrangements, we process personal information held by our customers for and on behalf of our customers as their processor. 
1.4 We recognise the importance of keeping safe and secure any personal information which we process on behalf of our customers in providing our services. You can read more about the Litera Group's approach to data protection compliance for our customers by reading the Litera Group's statement about data protection compliance, which is available https://www.litera.com/privacy-notice/. 
1.5 For our customers located in the United Kingdom or the European Economic Area or otherwise subject to European Union data protection laws (either directly or indirectly), we understand the requirements they are under in relation to the use of processors such as ourselves. In particular, we have developed a set of standard data protection terms, set out below, that are incorporated into each customer contract we enter into and which fulfil the data protection legal requirements our United Kingdom and EEA customers, as well as our other customers that are either directly or indirectly subject to European Union data protection laws, are subject to in relation to their appointment and use of us as their processor.
1.6 We have a data protection officer whose job is to oversee our data protection compliance. If you have any queries about these terms, please email us at legal@litera.com. 
2. [bookmark: _Ref44411018]Data processing terms
2.1 The data processing terms set out in paragraphs 2 to 8 (inclusive) shall automatically apply to and form part of each Customer Contract.
2.2 These data processing terms shall survive termination or expiry of each Customer Contract to the extent that the Litera Group has retained any Customer Personal Information.
2.3 To the extent that there is any conflict or inconsistency between these data processing terms and the other terms of a Customer Contract then these data processing terms shall take precedence.
3. Definitions
3.1 For the purposes of paragraphs 2 to 8 (inclusive):
(a) Controller means a person which, alone or jointly with others, determines the purposes and means of the Processing of Personal Information;
(b) Customer means a customer of the Litera Group:
(i) in respect of which we Process Personal Information as the Processor of the customer in connection with the services we provide to the customer; and 
(ii) which is:
(A) located in the United Kingdom or EEA; or
(B) otherwise subject to United Kingdom or European Union data protection laws, either directly or indirectly (for example, being contractually obliged to comply with such laws), in respect of the Personal Information we Process as the Processor of the customer in connection with the services we provide to the customer;
(c) Customer Contract means a contract we have entered into with a Customer for the provision of one or more of our document technology services and solutions;
(d) Data Protection Laws means all laws and regulations relating to the Processing of Personal Information as the same may be in force from time to time;
(e) Data Subject means the individual to which the Personal Information relates; 
(f) EEA means European Economic Area;
(g) Personal Information means any information relating to an identified or identifiable living individual; 
(h) Personal Information Breach means the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Information;
(i) Processing means any operation or set of operations which is performed on Personal Information or on sets of Personal Information, whether or not by automated means, and Process, Processes and Processed shall be construed accordingly; 
(j) Processor means a person which Processes Personal Information on behalf of a Controller; and
(k) we, us and our means, in respect of each Customer Contract, the Litera Group company that has entered into the Customer Contract, being either Workshare Limited or Freedom Solutions Group, L.L.C. dba Litera or DocsCorp Pty. Ltd., as applicable
4. Arrangements for the Processing of Personal Information
4.1 In respect of each Customer Contract:
(a) the Customer Contract may require the Processing of Personal Information by us on behalf of the Customer;
(b) the Customer alone shall determine the purposes for which and the manner in which Personal Information will be Processed by us on behalf of the Customer under the Customer Contract; and
(c) the Customer shall be the Controller and we shall be the Processor in respect of all such Personal Information.
4.2 [bookmark: _Ref44419316]Where, under or in connection with the Customer Contract, we Process Personal Information on behalf of the Customer as the Customer's Processor, we shall:
(a) [bookmark: _Ref44419408]Process the Personal Information only:
(i) [bookmark: _Ref44419409]to the extent reasonably necessary for the performance by us of our obligations under the Customer Contract or as otherwise directed in writing by the Customer. We shall immediately inform the Customer if, in our opinion, Processing the Personal Information in accordance with a written instruction received from the Customer or in the performance of our obligations under the Customer Contract infringes the Data Protection Laws to which either the Customer (in its capacity as a Controller) or we (in our capacity as a Processor) are subject; or
(ii) as otherwise required by applicable law, in which case we shall inform the Customer of that legal requirement before Processing the Personal Information (unless that law prohibits us from informing the Customer); 
(b) ensure that all persons authorised by us to Process the Personal Information:
(i) Process the Personal Information in accordance with provisions of this paragraph 4.2; and
(ii) are under an appropriate contractual or other legal obligation to keep the Personal Information confidential;
(c) taking into account the state of the art, the nature, scope, context and purposes of the Processing and the risks to Data Subjects, implement appropriate technical and organizational measures to ensure the security of the Personal Information and prevent Personal Information Breaches. The current measures implemented by us are described in paragraph 7. We reserve the right to change and adapt our implemented technical and organizational measures in accordance with ongoing and future technical developments, provided that the amended measures do not fall significantly short of the level of protection provided by the measures described in paragraph 7;
(d) taking into account the nature of the Processing, implement appropriate technical and organizational measures to assist the Customer to comply with its obligations under the Data Protection Laws to which the Customer is subject to respond to requests from Data Subjects to exercise their legal rights in relation to their Personal Information;
(e) [bookmark: _Ref44419320]taking into account the nature of the processing activities and the information available to us, assist the Customer to comply with its obligations in respect of such Personal Information under the Data Protection Laws to which the Customer is subject in relation to:
(i) keeping Personal Information secure;
(ii) dealing with Personal Information Breaches;
(iii) carrying out data protection impact assessments;
(iv) dealing with requests from Data Subjects to exercise their legal rights in relation to their Personal Information; and
(v) investigations and enquiries by data protection regulatory authorities;
(f) notify the Customer without undue delay after becoming aware of a Personal Information Breach in respect of the Personal Information;
(g) [bookmark: _Ref44419324]at the Customer's option, permanently and securely delete or return to the Customer all the Personal Information promptly on termination of the Customer Contract, and delete any existing copies of the Personal Information save to the extent that we are required to retain copies of the Personal Information by the laws to which we are subject or when Personal Information is tranmitted via email, it will be subject to Company’s email retention policy; and
(h) [bookmark: _Ref44419326]make available to the Customer all information necessary, redacted at Company’s discretion, to demonstrate compliance with our obligations under this paragraph 4.2 and allow for and contribute to audits, including (without limitation) inspections during Company’s normal and  ordinary working hours, conducted by the Customer or an auditor appointed by the Customer that relate to our compliance with our obligations in respect of the Personal Information under this paragraph 4.2. The audit and the inspections shall be subject to following requirements:
(i) without disruption to Company’s business operations; (ii) with Company’s direct supervision; (iii) where any agents and or audits are subject to confidentiality covenants no less restrictive than the terms in here; (iv) no more than one (1) time per annual period and (iv) with thirty (30) days prior, wirtten notice to Company. 

4.3 In respect of each Customer Contract, we may charge the Customer for the time and expenses incurred in providing the assistance required by the Customer under paragraphs 4.2(e), 4.2(g) and 4.2(h).
4.4 We shall not be liable to the Customer for any failure to perform our obligations under a Customer Contract  to the extent that such failure is due (either directly or indirectly) to us complying with an instruction of the Customer pursuant to paragraph 4.2(a)(i) or the Data Protection Laws to which either we or the Customer is subject. The Customer shall remain solely responsible for assessing and ensuring the lawfulness of the Processing, and for safeguarding the rights of the Data Subjects, in accordance with Data Protection Laws to which it is subject.
4.5 In respect of each Customer Contract, we may terminate the Customer Contract with immediate effect by giving the Customer notice of such termination in the event that the Customer gives us any instructionin relation to the Personal Information that we Process on behalf of the Customer that is incompatible with the Customer Contract or the services and technology solutions we provide to the Customer.
5. [bookmark: _Ref44494463][bookmark: _Ref58422041]Particulars of Processing 
5.1 The particulars of Processing to be carried out by us on behalf of a Customer under or in connection with the Customer Contract are set out in the table below: 
	Data Processing Particulars

	Subject matter and duration of the Processing
	As stated in Annex 1 

	Nature and purpose of the processing
	As stated in Annex 1

	Categories and types of personal data being processed
	As stated in Annex 1

	Categories of data subjects	
	As stated in Annex 1

	Security Measures
	Added as Annex 2



6. [bookmark: _Ref44420487]International Data Transfers
6.1 Each Customer acknowledges and agrees that the nature of our operations means that it is highly likely we (either directly or via our Sub-processors) will Process Personal Information under a Customer Contract for and on behalf of the Customer in a number of jurisdictions around the world.
6.2 Where, in connection with a Customer Contract, we Process Personal Information on behalf of a Customer established in the United Kingdom as its Processor and such Processing would, but for the application of the provisions set out in this paragraph (as amended from time to time by the Data Protection Laws to which the Customer is subject), be prohibited under the Data Protection Laws to which the Customer is subject, then the additional provisions set out in paragraph 7 (as amended from time to time by the Data Protection Laws to which the Customer is subject) shall apply. To the extent that there is any conflict or inconsistency between the provisions of paragraph 7 (as amended from time to time by the Data Protection Laws to which the Customer is subject) and the other terms of the Customer Contract, the provisions of paragraph 7 (as amended from time to time by the Data Protection Laws to which the Customer is subject) shall take precedence.
6.3 Where, in connection with a Customer Contract, we Process Personal Information on behalf of a Customer established in the EEA as its Processor and such Processing would, but for the application of the provisions set out in paragraph 7, be prohibited under the Data Protection Laws to which the Customer is subject, then the additional provisions set out in paragraph 7 shall apply. To the extent that there is any conflict or inconsistency between the provisions of paragraph 7 and the other terms of the Customer Contract, the provisions of paragraph 7 shall take precedence.
6.4 Where, in connection with a Customer Contract, we Process Personal Information on behalf of a Customer that is established outside of the United Kingdom and the EEA as its Processor and such Processing would, but for the application of the provisions set out in paragraph 7, be prohibited under:
(a) the United Kingdom or EEA Data Protection Laws to which the Customer is subject on an extra-territorial basis; or
(b) the contractual terms the Customer has entered into with a third party established in the United Kingdom or EEA in relation to the processing of that Personal Information,
then the additional provisions set out in paragraph 7 shall apply. To the extent that there is any conflict or inconsistency between the provisions of paragraph 7 and the other terms of the Customer Contract, the provisions of paragraph 7 shall take precedence.
7. [bookmark: _Ref58418559]Controller to Processor Model Clauses  
	Table 1

	Additional provisions that apply in respect of the transfers of Personal Information described in paragraph 6
	[bookmark: _Hlk86133956]If the Customer is located in United Kingdom, the standard contractual clauses for the transfer of personal data from the Community to third countries (controller to processor transfers) set out in Commission Decision 2010/87/EU (Controller to Processor Model Clauses) shall apply and are hereby incorporated into these data processing terms. A copy of the Controller to Processor Model Clauses can be found at:
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32010D0087&from=en
If the Customer is located in the member countries of European Union, the standard contractual clauses for the transfer of personal data from the Community to third countries (controller to processor transfers) set out in Commission Decision 2021/914/EU (Controller to Processor Model Clauses) shall apply and are hereby incorporated into these data processing terms. The following options are selected: Clause 9: Module II - Option 2. A copy of the Controller to Processor Model Clauses can be found at:
https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj?uri=CELEX%3A32021D0914&locale=en 

	Governing Law
	The Controller to Processor Model Clauses shall be governed by the law of the jurisdiction in which the data exporter is established. 
The provisions relating to data protection aspects for sub-processing of the contract referred to in Clause 11 paragraph 1 of the Controller to Processor Model Clauses shall be governed by the law of the jurisdiction in which the data exporter is established. 



	Table 2

	Completing the details needed for the Controller to Processor Model Clauses:

	In respect of each Customer Contract, for the purposes of the Controller to Processor Model Clauses:
1. the Customer shall be the data exporter and we shall be the data importer; and 
2. the description of the transfer for the purposes of Appendix 1 to the Controller to Processor Model Clauses and the description of the technical and organizational security measures implemented by the data importer for the purposes of Appendix 2 to the Controller to Processor Model Clauses are as set out in the rest of this table.

	Description of the transfer for the purposes of Appendix 1 to the Controller to Processor Model Clauses

	Data exporter
	The data exporter has contracted with the data importer to access and use one or more of the data importer's document technology services and solutions in connection with its business and, as part of those arrangements, is transferring Personal Information to the data importer. 

	Data importer 
	The data importer is a member of the Litera Group, which is a provider of innovative document technology services and solutions. 
The data importer's activities which are relevant to the transfer are the provision of certain document technology services and solutions to the data exporter.


	Data subjects
The personal data transferred concern the following categories of data subjects
	The categories of data subjects to which the personal information relates will be determined by the data exporter. 
Details provided in Annex 1

	Categories of data
The personal data transferred concern the following categories of data
	The non-special categories of personal data will be determined by the data exporter.
Details provided in Annex 1

	Special Categories of Data (if appropriate)
The personal data transferred concern the following special categories of personal data
	The special categories of personal data will be determined by the data exporter.
Details provided in Annex 1

	Processing operations 
The personal data transferred will be subject to the following basic processing activities
	Details provided in Annex 1

	Description of the additional technical and organizational security measures implemented by the data importer for the purposes of Appendix 2 to the Controller to Processor Model Clauses

	Description of the technical and organizational security measures implemented by the data importer in accordance with Clauses 4(d) and 5(c) of the Controller to Processor Model Clauses (or document/legislation attached)
	The data importer shall:
· Maintain security procedures for the protection and integrity of the personal information in line with current industry good practice, including (without limitation):
· appropriate technical security safeguards, such as the use of encryption; and
· appropriate disposal methods in respect of the personal information.
· Install and maintain logical access tools for identification, authentication, authorisation, and accountability in its technology systems, including (without limitation):
· restricting access to the personal information to persons on a "need-to-know" basis, for example restricting file access; 
· requiring third parties that have access to the personal information to adhere to the same security standards; 
· undertake regular vulnerability assessment and penetration testing to identify and remedy weaknesses in its technology systems and to help ensure the security of the personal information;
· undertake regular patch management on software applications used;
· install and maintain anti-virus and similar protections;
· carry out proper software license management;
· maintain appropriate mandatory certification in respect of their technology systems (where required); and 
· carry out periodic internal security audits of their data security procedures and technology systems.
Physical and Building Security
· Control access to the its premises using appropriate security measures.
· Operate appropriate restrictions on internet connectivity. 
Data policy
· Maintain (and regularly review and, where necessary, update) a data policy setting out guidelines, processes and requirements for ensuring the security of personal information and information and ensure that its employees and other personnel comply with the terms of that policy.]


  
8. [bookmark: _Ref58421026]Sub-processors
8.1	A current list of Subprocessors for the Subscription Products (as added to the Order Form), including the identities of those Subprocessors, the activities they are performing on Company’s behalf, and their location can be found at https://prod.litera.com/privacy-notice/list-of-subprocessors/ (the “Sub-process Site”). If Customer would like to receive notifications of new Subprocessors which Company updates to Sub-process Site, Customer must subscribe to the following webpage:  https://info.litera.com/01-Sub-Processor-LP.html in order to be notified. Company shall provide the notification of new Subprocessors only if Customer has subscribed to receive the notification.
8.2	Company will restrict the Sub-processors access to Personal Data only to what is necessary to assist Company in providing or maintaining the Subscription Products. Company will remain responsible for its compliance with the obligations of this DPA and for any acts or omissions of the Sub-processor that cause Company to breach any of its obligations under this DPA.    
8.3	Once the Customer is notified of any changes to the Sub-process Site, Customer may object in writing within five (5) days to Company’s appointment of a new Sub-processor, provided that such objection is based on reasonable grounds relating to Data Protection Laws.  In such event, the parties will discuss such concerns in good faith with a view to achieving resolution.  If the parties cannot agree a mutually acceptable resolution, Client shall as its sole and exclusive remedy have the right to terminate the Agreement. Any pre-paid and unused fees paid by the Customer prior to the date of termination shall not be refunded. 



ANNEX 1 –  DATA PROCESSING DETAILS
	Categories of data subjects whose personal data is transferred
Data exporter may submit Personal Information to the Service, the extent of which is determined and controlled by the data exporter in its sole discretion, and which may include, but is not limited to Personal Information relating to the following categories of data subjects: 
Employees and Clients of Customer

	Categories of personal data transferred
Data exporter may submit Personal Information to the Service, the extent of which is determined and controlled by the data exporter in its sole discretion, and which may include, but is not limited to the following Personal Information:

Name, Surname, Phone Number, Email address, Physical address of Users of the Products

	Sensitive data transferred (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures.

N/A.


	The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis).
Continuous basis


	Nature of the processing
The provision of the Products and Service pursuant to the Agreement.


	Purpose(s) of the data transfer and further processing
The provision of the Products and Service pursuant to the Agreement.


	The period for which the personal data will be retained, or, if that is not possible, the criteria used to determine that period
For the duration of the Agreement.


	For transfers to (sub-) processors, also specify subject matter, nature and duration of the processing
Please see Exhibit 2 below.



	
	
	



ANNEX 2 - SECURITY MEASURES

a. Company's Security Program – The security program aligns with the latest industry standards, best practices, and applicable laws and regulations. The security program focuses on: customer data protection and privacy, product security, cloud security, data security and risk detection and prevention, business continuity and disaster recovery and data compliance.
b. Security by Design - Company's team is engaged in a robust, secure development cycle, leveraging industry best practices and tools. Company's security by design program automates processes to quickly identify any potential vulnerabilities within Company's systems and resolve them efficiently and effectively.   
c. Data Encryption – Company encrypts data in transit and at rest. Company's security team closely monitors the changing cryptographic landscape and provides service upgrades, while implementing best practices. 
1. Data Encryption in Transit - All data transmitted between all customers and Company's software has been securely protected with the right encryption protocols. Our systems support the latest, recommended secure cypher suites, including TLS 1.2 protocols or above, AES256 encryption, and SHA2 signatures, whenever supported by clients.
2. Data Encryption at Rest - Company has taken the appropriate safeguards to encrypt data at rest. Company uses 256-bit Advanced Encryption Standard (AES-256) to encrypt data at rest. This standard applies to all types of data at rest in Company’s systems, including relational databases, file stores, database backups, etc. Company has also taken the necessary steps to ensure our encryption keys and processes are secure. Company uses a combination of storage technologies to ensure client data is protected from possible hardware failures, mitigating any associated risks. The company's service relies on leading industry-service providers, offering technological and physical protection for our entire technological environment.  
d. Network Security - Company has dedicated networks to increase data protection. Company's production infrastructure is hosted on separate networks from Company's testing and development systems. The company's production fleet servers are hardened and have an applied base configuration image to ensure consistency. The company's production environments have restricted network access from open, public networks and the only open network protocols at our perimeter are those essential to the delivery of the Company's services. To detect and prevent suspicious activities, Company's logs, monitors, and audits system calls, with alerting in place for potential intrusions.
e. Endpoint Security - Company’s workstations are also compliant with security best practices. Workstations are configured, updated, tracked, and monitored by Company's endpoint management solutions, with the strongest encryption, strong passwords, and locking when idle. The company is equipped with a high-end endpoint security platform that delivers a solution for advanced threat protection against malware, detection of unauthorized software and vulnerabilities for all workstations. Company's security standards require that mobile devices used to conduct company business are part of our mobile device management system.
f. Access Control - 
1. Provisioning - Company’s data protection program incorporates and applies the concept of need-to-know security (least privilege) when provisioning access. This means that data and access to it is available to only those that need it to fulfil their job responsibilities. The company has implemented an advanced set of access, encryption, and logging features so only authorized users are granted access. The company's team continuously reviews access granted and monitors activity to detect potential intrusions.
2. Authentication - Company uses multi-factor authentication for access to highly sensitive data, including Company's production environment, where our customers’ data resides. This reduces the risks of unauthorized access and strengthens our security policies.
3. Single Sign-on (SSO) - Company enables Single Sign-On (SSO) through SAML 2.0. It strengthens security and mitigates risks across networks for the Company's clients, partners and employees.
g. Cloud Security - Company’s data protection and security program are used to ensure the security of our cloud products. Credibility of Company's cloud security comes from using industry services leaders, specifically Amazon Web Services (AWS) and Microsoft Azure Cloud Services. The company enables saving data in virtual private clouds of these cloud providers with the goal of further strengthening data security measures by controlling and filtering access.
h. System Monitoring, Logging & Alerting - At Company, our security team continuously monitors servers, workstations, and mobile devices to analyze, comprehend, and improve the security state of the Company's technological infrastructure. All actions and access are logged and retained for at least two years. The process is automated, detecting and alerting responsible personnel of potential issues.
i. Data Minimization & Retention - Company only processes data that is necessary to perform the specific tasks and duties and not for any other purposes.  Company’s commitment to the customers also lies in Company's promise to not retain data past its usability point. Company deletes all information from currently running production systems and backups are destroyed within 35 days. The company's hosting providers are responsible for ensuring the removal of data from disks, performing this process in a responsible and secure manner.  
j. Disaster Recovery & Business Continuity - With customer data stored in multiple locations in the hosting providers’ data centers, the Company further ensures data security and availability. As part of our disaster recovery plan, the Company has secure-tested backups and procedures in case of interruptions or major disasters. Data is backed up automatically and the backups are encrypted and stored securely.
k. Responding to Security Threats & Incidents - Company takes the necessary precautions to avoid system breaches and security vulnerabilities, but is still fully prepared to tackle them. The company's security team has developed detailed processes for responding to and managing potential security threats and incidents. These processes define the types of events that need to occur for the security team to take action, and classify these events based on severity.  In case of an incident which affects any of the Company's customers, those affected will be contacted by the security team. The company's incident response procedures are tested and updated annually.  


